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42 L'Opinion. Avec Abdellatif Loudiyi: "Le Maroc engagé pour une coopération africaine

renforcée contre les cybermenaces". Rabat: L'Opinion, 2025. Consulté le 1 avril 2025 a 17:00,

a : www.lopinion.ma.
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45 Cyber Security Conclave: Cybersecurity, Digital Sovereignty Are Morocco's Core Concerns

(Minister). Washington: Embassy of the Kingdom of Morocco in the United States. op. cit.

36

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

Aolad Lailguag sules delua 8 daabuall (o 4iSas Gall) aihin¥) cojrall alise
Aen ol conl den (g ol 581y Al a5 Lo g Y1 eliail 3 sl
Lalll 3gen Jia) Daalan I e Gublgd) dnagad Gladay duaddll Cilhadl
) G Ve 1305 Py (CNDP ~ “03pasill cldasall Gleal bl
ducyall 5piy agl) (b)) slimdll 8 adinall 48 a2 H e Legd Wl ¢ gilasl
Llgall dd

ayadll dliig B ) aY) B el gl o 5aY] Lihuadl Gulsal) ciaiS
dasgiar gastll Yl Gudt BBT (i Laa Hadinall @lly luscsgall 8 A8 o pual
el FG e Dbl 838 Shuedl GaY) i Cora) dplie gl ¢ I L aals)
ey (ol Hhind (ass 8 Al QBEAY) aie ) Gag Sl paic sed el
Ehuad) Y Jiay dliandl) by dalice) daaiilly el Joaill (Y 3Ll g
oo e oadpll allall 8 Lguibalgas Lgibaigay Alsall dilaad (sobus glis Tad ol b
A S el ¥ Gpemy Liihagl) Babad) Jain Aldlae (g die e Y 1pia e
A8 opydally (galall

gaal) Mgal) oliy B Lgtinanly duad ) Agiasl) duil) @ ALY Gllaal)

e os Ll Bl cdion) Aloall el 8 L) SIS e daad )l dgaill Al 3
agan) @ihall delas sy langall elal Cpant b agud dasfia danslsi€s LIS
Bl (jlacal dumil i) Byg yin Ll o34 Canveal cAidd )l gai gludiall Joaill aag
dleng Shmall eYL Aadiyall cbasill Jh 6 dals ol il daatill (3879 dad
alagiy duad)ll dnanl) Al asgde ekt BN allaall 13 mllean cddley L ibidasall
Gyl AV anadd (45 D (e @lldg cBiaal) Agall Vo Calide 3 gllaxial

LY 5 2025 bl Asis ) Aaden sleall | oemtill ol il i) lan Gl dla g Aislll 46
www.cndp.ma ki) e 22:00 delud) Lo 2025 Jil 5 gt 4ile

47 Tijani, Yasmine. 4 questions pour comprendre la cyberattaque la plus grave de I’histoire du

Maroc. Le Point, 2025. Consulté le 6 avril 2025 a 23:30, a : www.lepoint.ft.

8 Meeuwisse, Raef. Cybersecurity for Beginners. 1st ed. Canterbury, Kent: Icutrain Ltd, 2015,

p. 22.
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4 Letellier, Anne-Sophie, et Julien Hocine. Les infrastructures numériques: quels enjeux en
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7 Op. cit., S. Sahbani, H. Mahmoudi, A. Hasnaoui, M. Kchikach, Development Prospect of
Smart Grid in Morocco, p. 1317 - 1320.
80 Development Prospect of Smart Grid in Morocco, Op. cit. p. 1318 — 1320.

50

AAAAAAAAAAAAAAAAAAALMAAAAAALAAAALAALAALMAAMAAMAAMAAMAAMAAMAMAAMAAMAAMAAMAAAAMAAMAAMAAAAAAALMAAMAAMAAMAAMAAMAAMAAMAAMAALMAAAAAALAAALAAALAAAL



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

Clas (385 (bl ity S gl Jlis 8 caally dpe lial) cule Uil b
Saa st 5eUS jien9 Ayl o Jays S /EA
Blaly 2ay A 105 Do e duadyll Linsloiall :datad) 3)lgall Bylaly dsadyl) daid) o
elsall e gi Ayl 43 lSus skai o Copiall Jan Hiad e 3llg olaally 23
Baga e duysh Dlly aan i Lo (Sl ) G Al Dl iy sl
Gilaglas alasiud KN dely3lly claball Koy ceLaY) i) Glaie e . elsgl)
las clily Lolaad) Jlaniosd diatia cddlle 383 Jualaal) 5y 4mgil Ljllg & Lial)
310 A58 eds L) daseddl B3 ) satied) SH) (gl bl of daadle)
e bl Jlasind 28555 pasbias (st o (uliSe dahie oo)lhe ire b (Ll
sly o Al daag 4lsd galy S5 LS P00 1) il ) i ol
casaeadl il dug yall il s i) deslial ALl dpady «iile Cilaslea Laluihy
dakily ok dady cuall (3 Sl aY) aeal asalin of Jsal) i) S5 e
SILAL gl alaticd) 5eli€y AalSal) uial oluall il Cilaglas
o AUl Jsally Al Aana¥) acal s Guae (K80 Ayl &aadl) 4l ()
5l 3rn shpuadl) aylial) ae dediall Gllully dusgal) ad G Cafi 2 L cajaall
Gl (53l dga Gay obually AN ydgl KD sl piing sanalal) 3lgal) Sl
el Glacal bl Lleag diaY) Hhlaal dgalse Ao pajdl o8l Joaill 138
ol gall (olaiy daclal)l dnag€all Clabid) Juads Jdblia) jhalia (o0 die 52l
fise Jinal Adlally Al daddyl) iy ek (B Heiew o call (Sa cdiaidall
Y sinall e Aalticadl B8 Jlas b 5y)aall

Gl B bl e dilaucyally duigill) daglaiall : SE Gl

81 International Energy Agency (IEA). Power Systems in Transition — Cyber Resilience.
Published in 2021. Accessed on 5 April 2025, at 04:15, at: www.iea.org.

82 Saoudi, Oussama, Morocco adopts smart irrigation amid drought challenges. Published on
23 July 2024. Accessed on 10 April 2025, at 16:20. Available at: https://en.hespress.com.

8 World Bank. New World Bank Program in Morocco Supports Efforts to Boost Water Security
and Resilience for All. Published on July 24, 2023. Accessed on 20 April 2025, at 22:25.
Available at: www.worldbank.org.
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124 Op.Cit. Driss Abbadi, "Moroccos cybersecurity strategy between challenges and
aspirations,"

125 Hind Idrissi, Cybersecurity in Morocco: between achievements and challenges, MIPA
Institute, 2023, (Accessed: 27 April 2025, at 23:00), available at: www.mipa.institute.

126 Directorate General of Information Systems Security (DGSSI), Morocco has improved its
position in the Global Cybersecurity Index recently published by the International
Telecommunication Union (ITU), DGSSI official website, 2024, (Accessed: April 11, 2025, at
19:00), available at: www.dgssi.gov.ma.
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International Journal of Information & Digital Security, Vol. 2, Issue 1, 2024, p. 30, Emirates

Scholar Center for Research and Studies.
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cit.

22 BABAS, 2025, Cyberattacks.
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259 IBM Global Technology Services. “IBM Security Services 2014 Cyber Security Intelligence
Index: Analysis of Cyber Attack and Incident Data from IBMSs Worldwide Security
Operations.” Somers, NY: IBM Corporation, June 2014.
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261 FAOUZI, Adil. Transparency Maroc: CNSS Data Breach Exposes Critical Flaws in
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Inc., 2025. pp.9.
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265 Hind Idrissi, Cybersecurity in Morocco: between achievements and challenges. op. cit.

266 Orange Cyberdefense Maroc. (2025, 30 avril). Multiplication des cyberattaques en Afirique
. Orange Cyberdefense Maroc est la pour renforcer la cybersécurité des entreprises. Orange
Cyberdefense. Consulté le 26 mai 2025, a I’adresse : https://www.orangecyberdefense.com.
267 Toutate, 1. (2025, 12 avril). Defendis: The Cybersecurity Startup Shielding Africa’s Digital
Transformation. Morocco  World News. Consult¢ le 16 mai 2025, depuis
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268 Bennacer, M. K., El Mahdi, E. M., & Lahmouchi, M. (2025). Digital Transformation in
Moroccan SMEs: Overcoming Barriers and Achieving Growth. TEM Journal, 14(2), pp. 12609.
https://doi.org/10.18421/TEM142-28.
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27 Yasser Elkouri. « Cyberattaque contre la CNSS marocaine : une atteinte grave aux systémes

de traitement automatisé de données (STAD) ». Op. cit.
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276 Yasser Elkouri. « Cyberattaque contre la CNSS marocaine : une atteinte grave aux systémes

de traitement automatisé de données (STAD) ». Op. cit.
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278 Yasser Elkouri. « Cyberattaque contre la CNSS marocaine : une atteinte grave aux systémes

de traitement automatisé de données (STAD) ». Op. cit.

118

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

Cilasbandd) 3 LoD Ll p5ldac) sl ¢ Jlanal) 13 SN 3 sl arads 2 of o yall
i pip Al e (e phladdl s (8 Caeall 138 Ldukagll Glbaal i)
sl Gl Adlad @lld 8 Lo o Shad) Oe¥) daglia Cailss aiea (Ao bl
) 2)lgall Lanadng

t il dall (pa S oAl AaSad Aladia) Jabd QLe o
b Lo cluacsgall (o S (6] daSas Lolaicdl Dbt lae cllia (e Lo ) 30l
Cilse Y 935 o) oSa Bl Maill) G il 13 L) 8 Basagall Gl
Ol aile ) g @ Dlana¥) b AE G o ihua asaa gsis vie daidy
ALYl calisie () a5 lae claadanill JEY) axe g cdaadly bl jilealls
Pialad) Glaaly bl Gu ey Ay )
g dolim Lo Gle gl o i B Byiday daaly dlaiad Jalad il ¢
el Badaag dug yae Silelyal g Lol (e NEY cabia neg Jlsde JS& dihuall Calgall
Balaiasly (ilail) el (e Lo Juday s cdllainall lpal) paan (e daih 23 Y aaagll 130
e Bae Y edn sag ¢ oY) Lbadill Gle slaxial) b il 138 (o . cleadl)
s sthglly usmagall Cgisall o AalSally Gaitl) QLT o

1) Baluad) Ao oyiliy Auial) Jslall Ao Jajdall alaicy) e
Cira ddai Syuad) GaY) Jlae b Auia) chlly Jolall e sl slae) ey
Jans il JSY LS lacasidl duakagll cul Uil aiid il il slad cild gy
Aaglei Jola o[5S IS0 2died cdaagSall g La (A prall Clasgall (o 222l
(JSUaall and s Yola jig 38 S ol calaie] 1aa . 5jals dpial ALl cilans g
bl goyiall e Jpeagl Ailals Gaad )l sobudl Jon spld Al #)lat aila
dpad )l Babud) o Llall 3 diledl) el of WS L La)la Gilea U8 e "l
Lnlaadl Lwgal) ledd (3930 (o jaiusall dlaie¥) & Jidiall 285l aakaial 41kl

27 Hind Idrissi, Cybersecurity in Morocco: between achievements and challenges. Op. cit.
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280 Kezzoute, M. (2025). Cyber Governance in Morocco: Between the Consolidation of Interne
Status and the Enhancement of Global Positioning. Cyberspace Studies, 9(1), pp260.
University of Tehran. https.//doi.org/10.22059/jcss.2025.385012.1114.
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281 U.S. Department of Homeland Security. 2018. Cybersecurity Strategy. Washington, DC:
U.S. Department of Homeland Security, pp. 3-10.
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282 U.S. Department of Homeland Security, op. cit., pp. 11-13.
283 National Institute of Standards and Technology. 2013. Preliminary Cybersecurity
Framework. Gaithersburg, MD: National Institute of Standards and Technology.
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284 U.S. Department of Defense. 2023. 2023 Cyber Strategy Summary. Washington, DC: U.S.
Department of Defense.

285 U.S. Department of State. 2024. United States International Cyberspace and Digital Policy
Strategy. Washington, DC: U.S. Department of State. Pp. 1-20.

286 U.S. Department of State. 2024. United States International Cyberspace and Digital Policy
Strategy. op. cit., pp. 32.
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289 Republic of Estonia, Ministry of Economic Affairs and Communications, Cybersecurity

Strategy 2019-2022 (Tallinn: Ministry of Economic Affairs and Communications, 2019), pp.
10, 18, 24, 25.
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290 Kevin Kohler, Estonia's National Cybersecurity and Cyberdefense Posture: Policy and
Organizations (Ziirich: Center for Security Studies (CSS), ETH Ziirich, 2020), pp. 4, 5, 6, 7,
8, 15.
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21 Anna-Maria Osula, National Cyber Security Organisation: Estonia (Tallinn: NATO
Cooperative Cyber Defence Centre of Excellence, 2015), pp.5S.

292 International Institute for Strategic Studies (IISS), "Estonia,” in Cyber Capabilities and
National Power, Vol. 2 (London: IISS, 2023), pp. 29, 30, 33.
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293 Piret Pernik with Emmet Tuohy, Cyber Space in Estonia: Greater Security, Greater

Challenges (Tallinn: International Centre for Defence and Security, 2013), p.1.
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295 Piret Pernik, Cyber deterrence: A case study on Estonia's policies and practice, Hybrid CoE

Paper 8 (Helsinki: Hybrid CoE, 2021), pp. 10, 13, 15, 16.
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296 Ministry of Home Affairs, National Cybercrime Action Plan (Singapore: Ministry of Home
Affairs, 2016), p. 1.

27 Cybersecurity (Amendment) Bill, Bill No. 15/2024 (Singapore: Parliament of Singapore,
2024), p. 2.

2% Cybersecurity Act 2018, 2020 Revised Edition (Singapore: Law Revision Commission,
2021), p. 3.

299 Cybersecurity (Amendment) Bill, Op. cit. p.3.
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390 Cyber Security Agency of Singapore (CSA), Singapore’s Cybersecurity Strategy
(Singapore: CSA, 2016), p. 12.

39 Tbid. (Singapore: CSA, 2022), p. 47.

392 1bid. (Singapore: CSA, 2021).

38 Ibid. (Singapore: CSA, 2021), p. 4.
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CS4, 2022), Op. cit. p 59.
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(Geneva: ITU, 2024).
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398 Ibid., p. 75.

39 Ibid., p. 110.

310 Ibid., pp. 68, 75, 95, 110.

3 Ibid., pp. 68, 95.

312 Ibid., p. 75.

31 Ibid., p. 110.

31 Ibid., pp. 68, 75, 95, 110.
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315 Dolowitz, D. P., & Marsh, D. (2000). Learning from abroad: The role of policy transfer in
contemporary policy-making. Governance, 13(1), 5-23. https://doi.org/10.1111/0952-
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316 (Singapore: Parliament of Singapore, 2024), Op. Cit, p. 2.

317U.S. Department of Homeland Security, pp. Op. cit 11-13.
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318 Estonia's National Cybersecurity and Cyberdefense Posture: Policy and Organizations
(Ziirich: Center for Security Studies (CSS), ETH Ziirich, 2020), Op. cit. pp. 4, 5, 6, 7, 8, 15.
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Cybersecurity: A Comprehensive Review and Future Direction,” Applied Artificial Intelligence
38, no. 1 (2024).
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322 Philippe Funk, “Artificial Intelligence and Cybersecurity Implications for Business
Management,” Economy & Business 16 (2022).

323 World Economic Forum, Global Cybersecurity Qutlook 2024 (Geneva: World Economic
Forum, 2024).

324 Capgemini Research Institute, A1 and Gen Al in cybersecurity, May 2024, pp. 5-6.

325 ENISA, Threat Landscape 2024, September 2024, p. 11.

326 AI and Gen Al in cybersecurity, Op. cit. p. 19.

327 Threat Landscape 2024, Op. cit. p. 7.
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32 Ibid., p. 2.
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A Future of Additive, Subtractive, and Transformative Manufacturing: Proceedings of a
Workshop, The National Academies Press, Washington, 2022, p. 48.

341 J6rg Mahlich and Werner Pascha (eds.), Innovation and Technology in Korea: Challenges
of a Newly Advanced Economy, Heidelberg — New York: Physica-Verlag, 2007, p. 14.

141

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

gl st Uil (g0 egdl) aY) Cilalial 3 de jun Wgilatie Jpaes gobiied g8
'Ctﬂ\gb ?:"A"Aﬂ\ dﬁbﬂ C-L\:j E\AJLAA ‘?\1).\:\“ OL'J ‘HL&A 3 L ) sHa Og'“; <

Creb izsade o) A Al OsSaes Adadll Al delial) Slas)) olé ¢ AT dea ey
cidadl) Joially Cputigal) Sl Jao (s jios aie L) 13l clld 15 dga
2l Augal) cilill (Bige ilag 3y 3sa e Ahuadl delid) a1 dga Gy
Ji e dehaeilly Calagiadld dape il dgdadd) aysl) Gl of &gy il ey
oy Ay il i gl ol Il 34240 shall Leallall Dbl 45)le aseadl
Cilangl) o dasbonad) Jagaaalls (g9 3l 38 Cula] (3330 o Aae VL dadall kil

) yud)

drad ) Babuad) eling (gabod) L) : Ll

Cladiy Jeba alag) e dgall 508 ey (gaball DY) (o) Ll 0l e Gyl
i b ey a8 it W len¥) Ose Al Lglalaa) b 2513 Gl
Laglsi€ill eVl & (RED™) puplally calall Cnd) 8 CESA jlenn) Laa
Codae Gl oa Daddy Bab 3EaS A s A Jeall L Sl GaYly Al
Gl alaiie ) bty Blae 4@l 4djeal)l ZU8Y daalally doiclaill Lgilaghia
Alals dlae (A — Gady dediial) Joall (pe 228 Al — Tailid (JEall Jusnn Ao Al
e ) pdinally a1y (alall g Waally dasSall Jadi  Slymedl SISV 5
ibalgally lyally laldl Gn Gy Oslad (Ao sl Jalil) eY) 3 sk
s e NS e Slawgall JalSall 1aa M adndll dgall Cillagll dilaal

342 Convergent Manufacturing: A Future of Additive, Subtractive, and Transformative
Manufacturing: Proceedings of a Workshop. Op.cit.
faad y sl U5 Un (o i 3 Zil]  duale) 3 ggndl g sanaad] (Bl b (asklly Canill) R Dy s 343
0n sl (R Y iyl 2l (3T L Lauls | pemic RED nds Aty (il juses oal il 3ol Ly skay ¢ uae
sl L g Lan dlgy Auals iy lat g Al s il gty i) Lol €00 e sl )
Ao )il Slaagl) Al 3 sacall
344 Astri Edvardsen, “Finland Strengthens Cybersecurity in the North With Extensive
Exercising,” High North News, February 12, 2025, accessed June 10, 2025, at 14:47,
https://www.highnorthnews.com.

142

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

ol clelad 23S Shued) G day Gt A Jaulid Caangl s cclaland)
raalilly ookl dicals Adae By oo daiill LALld g8 el dpngl il Hla] Gena
Aahuad) dacglly aleil) Clabie pe JalS GaY) gad dngall Sl alal) Canilli
ot oalhid) 138 e o)l Jladll 8 AU SIGAT o oSa aeall maly e
Siladl 38D ol o aaiad el Sl SISO duilag &5 ok cipaall o
DN s () A BgaY s Lin ol S0l Sy claalad) s Sy g Auaiadia
wlalial &by paall Bludl 385 dacas Jola ) (a5 Slagladdl ol 3 ol

Ggdad) Gliagadll Lol5 Y a8 sals Jela ayiiad e Yoy cdalal)

Slseagall SIS ) S b cwad aE) Culad) e Cglladll N i Yy
) 25ga 8ald e 85018 Auilag g okt s Aeclall diadanill GhY) g
Goeaiilly dibasll Al Hulaall pcay (A50 dpobis Lohne La Jie dllady b
G yilly Al L) Cunad Sl SISV il Jadi WS cple Wl Cabisa o
Gilessgall (63 a8 ey A8 Gujeil Cpslaa SUals ¢ Shad) sliadll shii ASIgal
Trustworthy Cyber) a3l aian il Aihee Xy g o 20V
D) ELE Ja sy cdsll Ay )l sl lad)) & aaluw (Environment
38 4 dant) ) ADEWY] Glacaly Gl daaly CFAY] S 55 5y 50U
s Chlainl) g e deaBiall Joall ae i) Beadl) Gauld 0 2 Y Jladl)
(A dplacd) dagally cpdinall juaiall i) daadll sabaed) crme J<a Al Y sl
AR s o G sl Ll iy (&) e lial) aSaall ddail ol
Aihyuedl bl & jsaad (sf o) 3 ALl Aaadyl) Baladl el Uayd il Al ppand)
ald (gabudl JISEY) o Gl N AP Bl e Balae Dl (i dahsl
oo g Al 8 sl Byglia halgs Algall 35305 oAl Al (ally ciloglaall oyl 8

el )l Lgallas

345 Paul Timmers, Matthijs Punter, and Claire Stolwijk, Cybersecurity and Digital Sovereignty
— Bridging the Gaps (TNO, 2024), 3.

143

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

aiaail) A (o i) Babad) B By dlg ¢ dlad < GG

el il G il (8 Caas ds0 clad e Gug)l) alehial pall (Sa
bl e e Jjenl Sl

Oe Galaa )Sll Qall 2z dagels daelia Lailicd LysS cangiil tdugiall L)eS
poklly Gaadl B8 Aaglaie dasSall Covend Aiagd duglel Lbaall LinslyiSill ok
(o> Jls gsenale Jia) aDlae duidi iy i ) Laa ¢ e liall ¢ Uil gikasyg
«lysS (& Laglgally iyl QS S e lai¥ly clug pSY) 8 la) cals
ase ) oaslsiSil) Glall) dlsja e JEY) (e D) e dauiall 2geal) 03 ¢
J& ) clsan 3 Lye< cal€ 2007 ale agas 6 30006 sge Pl Al sab))
paall il s palall Gl 8BS il 3 sdalel) Liabie (i (galoadl
el Lyl o K5 ()5Sl zasaill Auallal) dudliall dagdla 8 S,
zlie JS& (ICT Governance) sand) dalSa e dgagy sl J&@l il
ddae Cilatie Luadyl) dnaall lgwn Lles (0 LyeS e dpil sald) oda .- ail
B Lalaaig g SN \ghiasSa 2285 dadifia duihyues alii oliy Ao lgae b LS cdigisa

LB asleSill SO L e

b ihnad) U ALl daaind) djladl e 35 Hadie Bgh Jailid Caagi) )il
Lol SIS Al g doaalail] Lguadas 598 (g Jailid i) ¢ SIS0 lgana jia (10 a2l
Clagdh G Gy Oslad 258 e lgadsal caany 5] Gl gl @l gkl
SN clmdl) el Cpidalgally ddial) Gilawgally daalall S ally duagSall
D) e hmall ez Lass Aial) 1ailid Al B e 58 Joal Gias g . ikl
alial) Jalall ¥ asgie b Euas dadl il @il 0 . adinall Jaldll (Y asgie
gl Llead 2LV aad) adiaally JlaeYly llaludl o dide dee Ao asi
gaaill v duhgll @lpall A8 A Geca sl 12 Ydgal) duedial

346 Jorg Mahlich and Werner Pascha, Op. cit.
347 Finland Strengthens Cybersecurity in the North With Extensive Exercising, Op. cit.

144

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

O (g A Lol ASHAN I didala Ay 30 LS cdgihual) Cilaagl
dial Jslat Gilliie Jailid Jas Lo chaniie il dashing GasSa Laes (B e
F-Secure i<s cilpd (10 Aaldl) gl cilag ) Aadla Glinay Jin) daniia
re il o) Y Audeg dud) delia ol o sa il e sl opall L (80040)
Y dhaad) dgall OF el (62 Y o) aiy oadine CaiEy cwnde JalSS
Lsulill ¢ Bl e Yoad U

daady Aol ol raall aled oo Lo e (V) 3 3K o Goppa) e 43l ey adle
Agalse (A ordinay puabe JalS Badatg cAulne 40l duags ($lhaly dagh daidag
Y 12 Llaag Laltiaal) dhuad) deliall ailen sla) (Ko Jadh 138 Ayl Ul
L) amall b AU ol el anal @llng calalal) Algall delia g B

s Jadl) daila

Dl G i ccarall legals S Lubuad) cibaaill Jals Jidas e 3o b sguia
Ghia Shuad) 5a¥) ae dalail) Jealsi o) Ll tanla @)l (jde ol i ol
Balacll dadl) Jlaall 138 o Jra ALl dpatliind A3 2 oF ol il 55 3355)
GV Gleagll 38y 1) DA e cdeadll 38 23S ) Al il daiilly Lo
i Al Audldlls dndilly A gilall il Gluy cdaidagl) dpadyll dianl) Al Cdagil
A )aally dpessbal) AalSall Gae JUail 3l Culad) olats duguy Aalia (e cdaglaiall
A o oSa Y dhnadl Glaagll Jledl ol o ekl LS . el il dpndinall
BB Al gall olanll B3 s bl s Bl zilai plaiiad ol Ldyla Jola e
cAlganaly sateall Cleagl) dng b aganall o 5508 dije dpidag Al Bays Dshai
T ohal O pend AlalSie dylie umidy Cprall (8 duhuad) deliall jjen (8 clia (e
Aidagl) el yiokaig ¢Alals il A el (Al Al Cunaty ¢ oanpdil) Y
Ofenla Gl Laghasy Aadll puiailly el oISY 4 L) ) dila)

AailSe limal W pyshaly Capad o S mad) aY) Jlae b s Lilié 3S 58 a5 FlSecure S i 348
AaeY) Ayl clelicall Ao jla e 1l aia g 8 Coagasd 385 cCilus 5 5l

145

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e dny ol hadl 1 8 canle s An a5 ) 2Dy G ) salual) lasal
aagis GLglg¥) caiiy sale] Lad (@aal) dlgall Gagag Blay lae  cacly 8 g Uad
.dALi\j cgg.ﬂ:a.‘.u cQ.J 8 slad oy g a.:!AJA&j\ bl

-~

aadlal)

clladl lasgdy Al dejlciall dad )l c¥saill amd (¢ Shadl eladll ol N
138 (i () 138 i L Ailasll Lgabiy Wby Jsall (Y Lgie & Y 88,
daaydl dagliie eliy B 8)dkeg dauly Cilshd b 38 dujaall ASledl o e Can)
o balle dadiie il lioh (3 (a5 L sas ¢ ibuadl ol dlalSia dluuiag
Laaliia Lae g dug8 dantliind 52 (€ gy cpaill 138 of am Ll Ajalall e
dojlie ol (B ypaicnn Chaa Jaliig At Augity bant o Y o))l cliadll duaals
Ol Al Sine dihyna delieg dollec dllad kst ) ShY) dgng 3ae jolat B33
anatll ) e Aaalill Clangll adlgs Algdud) 3sgalls ol e Y G 48)ladl 038
o ALl 39 5al) gf Jladl) 2l 8y pialls o ¥ BY) 3539 o () Ll gl
Byshiiall Calaagill dgalsa

oV Ailacally dunydnll dogliial) Aled (30 an b Cand) 138 A S5 N
Balad)l oS L )l dnatl) any Lleng (Shuad) Aliad Guelil Corad) o)
Aashaiall 038 dllad o) Canl) 35y el s, Analiiall CIurgil (ha Lgigeany Asall dudd)l
pled slul & ASlaal) Cana a8 L AGE Al ey ¢ ey Byskaiag Aja A
Lalall 4502allS Liaiadiall culinglly 05.20 (silall & cliad difia diliabag 421508
oy Tl oot g ¢ Apead ) lanall Alend il Aiallly o glacdl) alii (e
Aaldy i Aalaay (il A S Clsad dals B Y Ll ) el laages
gl Al Lol Ligyally ALalSH Abiaiall Adbedll Gabsd (G AL Al
na Sl 8 Shmed) 51 Al o eag aBlsl) 138 L skl dayydly Baieal
Chll Jadil (olsdll e e slam saaie dalgm Sl ety RS (e
celow 2 Ao dydully dndlly Ailasall

146

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

OIS dan Cligaaa bl anly 38 ccbaatl e WA Gl 138 Slad] Slae oS
Gilahyally Symedl 5e¥) C aand Al dayal) B dacadiall daalall 52l 50 )
&l Jlad) 138 Blas (S L) 3 el 138 o) Bladl 8 daabud)
Gl Ay fiaal) Aatl ) B Dygeal Lays ¢ opially oaal) (oadlSY) sgial)
a5l 13 jlacal g Shuall (e 8 e ldial) A gilally dun sl i€l olul) 4S5l
adlice) Laa 8l salls usalai¥ g At all (piallls L) abaal) e slae¥) ) Gl
Ayl Al ) saead) Aggildly Aaml aeledl] d38a) desill & DS Wl Taga
Aalal) ULl duagane l€ WS, Capal (1539 Zaaas Sl Ji lacal cdaanlSY)
S il Bl Wle Al Wialead Bl ccprad) 8 Ashpad) Golsall Jsa
Tl 350 40 ) el Y1 shaie e Ty ye IS oy (Bladl) b il 120, Jall
bl e abeill e ad) adiaally galall ¢ Usilly duanalsY) LlugY) 5,8 e
el Aghpad) BB Carin (3 abley 8 Leo ¢ lin) (S8 cle Bl s Ao
Llasll 55l Ll (Gl jolias gt DA G dilad) 028 o alaall 5 S8
ol adlanay O)ladl ddally ahiall Y5l Caulagig o Sl Jlaall 8 Gl

Asaypal) libull dagone xe (S
DY) US o ailally el gia bl ) (oY) dnca il ld cpdfi Lo sgn g
Al Al Alls Bles et (4 Al @ligdly 05.20 Gsildl) Jall oy
Glaagll of Ganall jelal 388 7 gumgy Cuand S8 ¢ Aijaga DL dalall (g0 Ladd )
Olaall bl Bsanall Jie (dign dihy Clawge o daalilly 5) Sl 4yl
O WS e dpdug Ay dugy b dsa S5 ¢ Jad) el lygy o lnY)
danydd daale L Lty (lighall Chaay «Slsal) ce golall L) & lgadl)
-Baxiall Clanagill dgalsd sjher Jladl HUaY) LUS aae 550 dalse Wganen ¢ daje0
Gl el o2y cdiahl) dashiall of ol A 4B daca )l 8 (pmaiill e
Fpdall bl elisg Bl Gpent (N ALYl Slealsio Ly Laaiig Toasyis sk
Cirall Lalail Jaadall Jalailld . adals J<a0 canSh 28 ¢ LaglgiSall Gudagig duanadiall
X ¢ dwia¥) Jolall o dajial) slaie ¥y« Ul Gy cdad ) duiaY) A8LED

147

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

Babacd) (Jlacag Aihyuaall delial) oand sl saaaiag dleld doylae ) dsld) dslal)
i

opglaiy dugh duntilin 45 o)lela] ady ccprall O daliiuall Ll Bl e
¢ Wga paial) disieai (& GSadl Lo 58y ¢ bmnd) 53U Alald Ailangey 4silE Ll
ol sl 13 L Slleall gaiaiy bl delia cy daaly 3oad @llia o1 V)
Al Jia @al daledl o cai LS L dnhuad) Gleagll 7lady Laligl )il
Ay ) el i Ogaalgall i un ¢ Jhyuad) g all dluls & CaaaY)
Liiloows gl ol ghenal) i gamy Iy ) ddlial. culisesally oY) (oal ailil) e
Gl cdaadall dydally LW 3ylgall (aliy (5)edll Cilagleall Joli daagasag
@l Ehymad) Glengll K5 Tpals ) G dejad) Blaialls Jled) i)
dalall g puall o A Lngly€ll Jolall o Sl alaie Vs bl adlsal
Loyl il (paatl @lldg ¢ huad) SV il (8 45 @b el ol
s a0y Al
1Sl Jolall (e degane Sl 138 53 didasll dihnad) de il u3a5 daes (A
Dskia iy e eli) myiEk e libaal) plSUL ) medll kg S5 ]
s liailed e s laslaall alat (Y Aalall dpaal) Calyd) s
oe AhaaY) CRaslly o gal) cagll 8 clyagll dianl desi) el
SSal 138 Ll Al alge daly gl a8 Soladl 35040
oo Wl Ysma cdasand) BlaY) Jala huad) SHEl 3a3) Al A0 dns
o) palty lee cblull o A8 48l daSes ) Auda dilal g 0 cililee
ARG e dlaiuY)

dagaks duihg B)lie (D] Cagir duilad) SLABill "cual) A pda’ Balua 2
AaaY) AKa 5gaY) i gl Dbl GlsKall Jad) il ac
Shlgs Bpaluall 038 e o cang sl Lsel) bisasally A puiil) Clasglls
L slgisall Al (askailly Canall ming dunyuall CilelicY1S) dgase daagSa

148

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

olugil) Je aldeW) e JE Lol daady daelia 52c@ ol Cangs cdudadl)
el iyrh Jaan 38 %_*J\ 53 giual)

Gl olai] it el Ahuad) Ghigall’ daiag Al dualaglall (3Lé .3
Omelashy aday dam)Bll G5l By Gada duhnad) Lwleshall (aadie
Aol iy das Luaall ¢ a8l i) cililac g dgall 5haad) dloludl aelgd e oyt
+ ral) mllas Cangios ) Joleail) CBlas dgalsas ddsall puled) delia b
Cangind ¢ S]] alail Biiaag dlelin duilay daie U Cins (g5l
zall 3 L)) dslhll aalie mediy cobdll Aald chijenll GUE pen
sl

laie ki Cant Al Glahey (Y) Abaead) LIS duihy duaia 4
oSl dad )l Lgnala] Laal Ao gally Bpall CY3laAl i liagSa dase e
- Sy Il lghnim mllay Lae cdija) AalSy A)50g dial 2hy & 3l e
Gl raal] €05.20 Ol 8 SLbal s #Dla) Gany oclld Blse s
Do Y il dgall cDlalae by o dad gl Aol Ll aas aa
LSl SULSL da g ) Glacal A3 Ll

P anil) (e ahal) e ied duysa V3Lt Buas Aing BT Auhl) o3a

Siall vl sa e dualil) Jgall hasead) oY) B L) Ao dilal) (uld o
OSa oSy ccrall Jia dualill Joall danills Shyuedl (¥ & L) e
iy (galai®¥) saill rjas 6 oY) GUY) dllad el Lialeal & Slai yuska
5alall e yiluall

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

A Lol o sabudly lhuad) oY) B BAY) elha) oSY) .

O G elhal) cSY) Cabig oo A3l Agglly AEIAY) sl

glall ddled c Ol e Ul delua (S Sy rall huad)
ebll) e sabudly 3EY) Gois Llang )

149

YYVYVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVY

AAAAAAAAAAAAAAAAAAALMAAAAAALAAAALAALAALMAAMAAMAAMAAMAAMAAMAMAAMAAMAAMAAMAAAAMAAMAAMAAAAAAALMAAMAAMAAMAAMAAMAAMAAMAAMAALMAAAAAALAAALAAALAAAL



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e St dpabaad) Ldlaally ) LR (A ) digpall je8
Goall] ue el dagliia sliy A pgan () Brclia daall] 868 dbeas cyaall
12 dalg Al dsbiwgad) Cbaadll oo Loy cdaladly band] Jled (8 dlalSi
T gl
Gasns Oy A Jy gl o) A Allas 3yme 2 ol copasn (B e ) oY)
sliad oliy gai daganl) Lgilubis dingis Wligly) i ale) Lgnle ey caal) dsall
Ladagiy YL Dpaione Lol ety gl o3 (i () - Jaldy (ol 5 0l (i)
A3 ) iticse Glacal (Wlsng Lualily Tt g Tty o2l all duay el
+Aprall ASleall (ranag

150




[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

gyl dasy
G,\ES o3

(Qgym dpmal s LoDl qug B clial e g Gl (Jleaad) e
.2005

Gigaall (pal) SGal g L pemal) Gaals Lubaal) e e JAEY) @
2017 cdsiliailly 453

f 3l « Y] dankall Ldalal) L) 1 gygiwall Gelal) L blaias s (gyaall @
2009 i yguall Gl 581 daalal)

Ao Wao siglogledll Sin AadlSal Colygy 4800 L2ea] llne (Do o

2011 cduyal) diagill Slo tsmlall . 1Y) daakal)

e DEBBAGH, Taieb. 15 Ans de Cybersécurité au Maroc. Edition
indépendante, 2023.

e EL AZZOUZI, Ali. La Cybercriminalit¢ au Maroc. Casablanca:
Bishops Solutions, 2010.

e KEMPF, Olivier. Introduction a la Cyberstratégie. Paris:
Economica, 2012.

e MAHLICH, Jorg, and WERNER PASCHA (eds.). Innovation and
Technology in Korea: Challenges of a Newly Advanced
Economy. Heidelberg — New York: Physica-Verlag, 2007.

e MALEH, Yassine, and Youness Maleh. Cybersecurity in
Morocco. 1st ed. Cham, Switzerland: Springer Nature, 2022.

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e National Academies of Sciences, Engineering, and Medicine.
Convergent Manufacturing: A Future of Additive, Subtractive,
and Transformative Manufacturing: Proceedings of a Workshop.
Washington, DC: The National Academies Press, 2022.

e OPPLIGER, Rolf. SSL and TLS: Theory and Practice. 3rd ed.
Norwood, MA: Artech House, 2023.

151

YYVYVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVY

AAAAAAAAAAAAAAAAAAALMAAAAAALAAAALAALAALMAAMAAMAAMAAMAAMAAMAMAAMAAMAAMAAMAAAAMAAMAAMAAAAAAALMAAMAAMAAMAAMAAMAAMAAMAAMAALMAAAAAALAAALAAALAAAL



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e SINGER, P. W., and Allan Friedman. Cybersecurity and
Cyberwar: What Everyone Needs to Know. Ist ed. New York:
Oxford University Press, 2014.

e STALLINGS, William, and Lawrie Brown. Computer Security:
Principles and Practice. 2nd ed. Boston: Pearson, 2012.

dyaaly Jiluy o
Ofieale Uy - layY) e gl 8 (9SE GaY) 90 - dena 0 S0 ¢ ) @
2010 ¢ bl cdiaY) aglall dupall Canls Zaals Llall byl IS
)5i€s dng yhal . ol pemnll (a8 Lasbeshiall s jlaal) Jificns Aulia cacls @
Adgall Bl dpaladl aslell IS 3 il drals dpalaghall Gawads b
2018
Ay gl ilagl) Ga) dashiia & had) Ga) AilKa . Gupa] cdglac @
2019 hall = il o1yall dasls ¢ yiiale
il o
— 31 = 27 :Jsaill — il Aihag) 2011 diad dujaall ASLeall Hgiwy o
(156 — 154
Al
s 11) 1424 (laey 16 3 olall 1.03.197 ) canyall gl o
Lad Slall ogilall deganal axiddl 07.03 o8, (gilal) dimy aldll (2003
cldarall LIV dallaal) alayy dadiyall Ll Gady
s 14) 1438 aaall 3 8 b olall 1.17.27 o8y candll pehill o
(61.16 a3y ¢yslall) Al dsanil) Ay Elasly laial) (2017

152




[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

Oilg o8

30) 6904 s Lnewll suall L Shuall YL Gl 05.20 M) Gsl e
Ssdes 25 gty 1.20.69 485 candll yuglall 4160 .oa (2020 sy
.2020

iy lidarall dadlas olad cpaldll (aladl) Dl Glaiall 09.08 A8, el o
b 18 2y 1.09.15 a8y Gyl yuglall iy poliall ¢ adill allal
.2009

162-97-1 a8 Ciuyill glall) cdlalsally a5l (slasall 24.09 a8, ¢yl o
29.06 &) Oldll oaibe daiiy ot ady WS (1997 cuie 7 fo)ly
(2007 ol 17 moliy 43-07-1 28y Ciuyill jglall)

abaat 2 LS dugildl) Gldanall g pSIY1 Jalally Glaiall 53.05 35 el o
31 gt 1.20.100 &3 Caudll puglall suimy jalall .43.20 &3, o5l
271 .= (2021 1w 11) 6951 230 el 3205a0) €2020 rewna

a4 4

alatiy (1983 b 13) 1403 UsY) 1) 28 3 ;e 2.82.673 3) aseere @
clagleall ali (5 Aalall & padll Glasly bl o ) 5)))

(2009 ke 21) 1430 ¥ solen 25 & 3l 2.08.518 &) asusre @

(2009 ke 21) 1430 ¥ solen 25 & j3la 2.09.165 &) asusse

aaatiy (2011 acise 21) 1432 J1si 22 3 50la 2.11.509 ) asusra o
1983 i 13 & jolall 2.82.673 &) aseesal

(2015 Ll 20) 1436 J) gy 28 & j3la 2.13.881 3) agusre

153




[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

(2016 ojle 22) 1437 539 (solen 12 & 50la 2.15.712 3 pseere
gl ZaaY) il Al bl Ausleall Cilaglaal) alat diles cilehya] anal,
(2021 sds 15) 1442 aaall 534 b 50la 2.21.406 &) asenre
2024 L & joben 2.24.921 ) agesye

Allally SLaiBY) By1399 HISEY)y (galall Canlly ol andadll el Wil )8
35 dscsgall A8EY) e dBaladlly 2025 sl 6 & ol 1148.25 )
7407 s3e Gaacs)ll 53l o(ple a3 e gans) (Shmall oY1 A lSaY)
2025 sk 28 Fo)by

daale CBlaack

Uaa " Slaglaall Jaall & Libal) Zabll Aslewgall LN Lalgll Slaiy o
2025 2 saad) igadly luhall oaalSY) gl Jyaall

Lleal juln sy caldll 31.08 &8 Ggldll & self (granll Glusll o
2013 wée 31 (MarocDroit (yglall jae daia ¢"Sllgiual)

")) Slasteall Aadal  Jyued) (e ks bl Al 2o e cGlaandl @
2020 «1 220all (111 aladl) 8ygemiall daals Al 4IS dlas

Ghuad) GaY1 A Al L 2l Geall de sl de el ((gradll o
astell LaSaall adoal) 2] Aol "allell Joo 3 a8yl ol sailly
2025 sile ealars (10 2aed) (dae Laia¥ls Gl

Glahyall Gl " adsall el b Lgi)als )l Lauleshall' . ojall ¢ o1pel) @
2021 <10 23e)) ey duasl i)

.

Sliall dlse "l Ganid m) b Ranmal) dadlaglll L ele] el

2020 o5t cdaghaiall la eduylayly Augilal) cildall

154




[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e BENNACER, M. K., E. M. EL MAHDI, & M. LAHMOUCHI.
"Digital Transformation in Moroccan SMEs: Overcoming
Barriers and Achieving Growth." TEM Journal 14, no. 2 (2025).

e DOLOWITZ, David P.,, & David MARSH. "Learning from
abroad: The role of policy transfer in contemporary policy-
making." Governance 13, no. 1 (2000).

e FUNK, Philippe. "Artificial Intelligence and Cybersecurity:
Implications for Business Management." Economy & Business
16 (2022).

e HUANG, Youxing, Na Jiang, & Yan Zhang. "Does Internet
Security Matter for Foreign Direct Investment? A Spatial

Econometric Analysis." Telematics and Informatics 59 (2021):
101559.

e KEZZOUTE, M. "Cyber Governance in Morocco: Between the
Consolidation of Internal Status and the Enhancement of Global
Positioning." Journal of Cyberspace Studies 9, no. 1 (2025).

e NYE Jr., Joseph S. "Deterrence and Dissuasion in Cyberspace."
International Security 41, no. 3 (2017).

e OFUSORLI, Lizzy, Tebogo BOKABA, & Siyabonga MHLONGO.
"Artificial Intelligence in Cybersecurity: A Comprehensive

Review and Future Direction." Applied Artificial Intelligence 38,
no. 1 (2024).
e REVERON, Derek S., & John E. SAVAGE. "Cybersecurity

Convergence: Digital Human and National Security." Orbis 64,
no. 4 (2020).

Asany S
2 sy gasas Jgpuse a8y Usad sa - ally o Lia¥ly (SaLaBY) uladll @
2021 Japl 29 calay)
e didagl) Al N1 L3Iy 2 Dlaly el JUEY) 855 — dupial) ASlaall @
2023 byl ¢ sansy ol 2030 by

155

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

o1 i 05.20 ol L 580 Cilasteall alai Y delall Ljadll

2020 «loslaall alai aY dalad) &paal) tlalyll il

e (Capgemini Research Institute. AI and Gen Al in Cybersecurity.
May 2024.

e Council of Europe. "Support to data protection in Morocco."
2024.

e Cyber Security Agency of Singapore (CSA). Singapore’s
Cybersecurity Strategy. 2016 — 21 — 22.

o Cybersecurity (Amendment) Bill No. 15/2024. Singapore
Parliament, 2024.

e Cybersecurity Act 2018 (2020 Revised Edition). Singapore: Law
Revision Commission, 2021.

o ENISA. Threat Landscape 2024. September 2024.

e International Energy Agency (IEA). Power Systems in Transition
— Cyber Resilience. 2021.

e International Institute for Strategic Studies (IISS). Cyber
Capabilities and National Power, Vol. 2 — "Estonia". London:
IISS, 2023.

¢ International Renewable Energy Agency (IRENA). Digitalisation
and the Energy Transition. 2023.

e International Telecommunication Union (ITU). Global
Cybersecurity Index 2024 (5th edition). Geneva: ITU, 2024.
e [SC=2 Cybersecurity Workforce Study. 2024.

e KnowBe4, Inc. African Cybersecurity & Awareness Report 2025.
Clearwater, FL: KnowBe4, 2025.

e Kohler, Kevin. Estonia’s National Cybersecurity and
Cyberdefense Posture: Policy and Organizations. Ziirich: Center
for Security Studies (CSS), ETH Ziirich, 2020.

e Ministry of Home Affairs (Singapore). National Cybercrime
Action Plan. Singapore, 2016.

156

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e National Institute of Standards and Technology (NIST).
Preliminary Cybersecurity Framework. Gaithersburg, MD: NIST,
2013.

e Osula, Anna-Maria. National Cyber Security Organisation:
Estonia. Tallinn: NATO CCDCOE, 2015.

e Pernik, Piret (with Emmet Tuohy). Cyber Space in Estonia:
Greater Security, Greater Challenges. Tallinn: ICDS, 2013.

e Pernik, Piret. Cyber Deterrence: A Case Study on Estonia’s
Policies and Practice. Helsinki: Hybrid CoE, 2021.

e PwC & AUSIM. Ausimeétre 2025 — Barometre de la cybersécurité
au Maroc (2¢ édition). Casablanca: PwC/AUSIM, 2025.

e Republic of Estonia — Ministry of Economic Affairs and
Communications. Cybersecurity Strategy 2019-2022. Tallinn,
2019.

e Timmers, Paul; Matthijs Punter; & Claire Stolwijk. Cybersecurity
and Digital Sovereignty — Bridging the Gaps. Den Haag: TNO,
2024.

e U.S. Department of Defense. 2023 Cyber Strategy Summary.
Washington, DC: DoD, 2023.

e U.S. Department of Homeland Security. Cybersecurity Strategy.
Washington, DC: DHS, 2018.

e U.S. Department of State. United States International Cyberspace
and Digital Policy Strategy. Washington, DC: U.S. Department of
State, 2024.

e Vergara Cobos, Estefania. Cybersecurity Economics for
Emerging Markets. Washington, DC: World Bank, 2024.

e World Bank. New World Bank Program in Morocco Supports
Efforts to Boost Water Security and Resilience for All. 24 July
2023.

e World Economic Forum. Global Cybersecurity Outlook 2024.
Geneva: World Economic Forum, 2024.

157

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e Hind IDRISSI. Cybersecurity in Morocco: between achievements
and challenges. MIPA Institute, 2023. (Accessed: 27 April 2025).
Available at: www.mipa.institute.

dadaia CNYEa o

O e iy Y A dnalal o Slad) gelal ) el cordl’ L oiel el o
2013 6l 31 ((Uome pise Ao sdia) slusall 5aya " iyl

22 (et Brys Al Ble) cenl) adsall (s Aialf L jikiee g @
2010 und

LS all Cpiall QNS A SV adloall Lol el Cajaall QS
2023 ilyé (DDOS)." 16 daxall caaal g 5<I) 2 gags Adagios

O i "lal Ghad) bl Geust i -oAlage dadd) B2l gyl gyl @
2025 L 8 ¢ o

e MAP. «IA : DXC CDG inaugure son Centre d’excellence en
Intelligence Artificielle ». Le Desk13 « février 2025.

e ASTRI EDVARDSEN. "Finland Strengthens Cybersecurity in
the North With Extensive Exercising." High North News, 12
February 2025.

e BASHIR, Hamdy. "A Cyber Shadow-War between Algeria and
Morocco." The Arab Wall, 24 March 2022.

e BENNANI, Abdel-Ilah. "Cybersécurit¢, IA et gouvernance
numeérique : construire une stratégie marocaine dans un monde

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

connecté." L’Opinion, 13 avril 2025.

e BABAS, Latifa. "Cyberattacks: The new frontline in the
Morocco-Algeria rivalry." Yabiladi, 9 April 2025.

e EL HAMDI, Soufiane. "Opinion: The CNSS attack and the road
to justice." Hespress English, 25 April 2025.

158

YYVYVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVY

AAAAAAAAAAAAAAAAAAALMAAAAAALAAAALAALAALMAAMAAMAAMAAMAAMAAMAMAAMAAMAAMAAMAAAAMAAMAAMAAAAAAALMAAMAAMAAMAAMAAMAAMAAMAAMAALMAAAAAALAAALAAALAAAL



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

e IBRIZ, Sara. "Fuite de cartes bancaires marocaines dans le dark
web : ce que révele une analyse de Cypherleak." Médias24, 18
mars 2025.

e KABIRI KETTANI, Mounia. "Les données du ministére de
I’enseignement supérieur auraient-elles fuité ?" L’Observateur du
Maroc et d’Afrique, 21 décembre 2022.

¢ MAROC DIPLOMATIQUE. "Cybercriminalité : la DGSN traque
les délinquants du web." 5 octobre 2019.

e MEATECH WATCH. "DDoS Attacks Surge Across North Africa,
With Morocco Leading the Region in Cyber Threat Activity." 12
May 2025.

e BARLAMANE. « Le maCERT, puissant bouclier de la DGSSI
contre les menaces cybernétiques ». 6 mai 2024.

e FAOUZI, Adil. "Transparency Maroc: CNSS Data Breach
Exposes Critical Flaws in Morocco’s Cybersecurity." Morocco
World News, 23 April 2025.

e SAOUDI, Oussama. "Morocco adopts smart irrigation amid
drought challenges." Hespress English, 23 July 2024.

e STAFF WRITER. "Digital Onslaught in Morocco: Govt Hacked,
30K+ Bank Cards Leaked in Escalating Cyberwar." Launchbase
Africa, 10 April 2025.

e TACHFINE, Khadija. "Report warns Morocco is becoming
fertile ground for cyberattacks amid geopolitical tensions."
Hespress English — Morocco News, 19 April 2025.

e TOUTATE, Ismail. "Defendis: The Cybersecurity Startup
Shielding Africa’s Digital Transformation." Morocco World
News, 12 April 2025.

g iS) o) ga oo
sl eyl 28gall Moroccan Investment and Export Agency. e

www.morocconow.com. k)l e~ ."Morocco Now".

159

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD



[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

gisall SAanial) shaall s Jps Bl ALY Ogpally BN Bl
www.habous.gov.ma. :la,ll 335l cac)l

Glasleall alai (ol Galaidl (sagaie Al . laglaal) adii (Y dalall ipaddl @
www.dgssi.gov.ma. :"5lasall

YT i el il — sl laglaal) alas el dalall Dl e
www.dgssi.gov.ma. : e ~be "Cualall 4 Guas Sl gg))shl)

www.maroc.ma. :dahll Ao -l .du il ALl didagll sl @

dgaa olady palin 35S0l Bygll saed) g 5oy #Slaly (@l JWY) 8)35 @
WWw.mmsp.gov.ma. :le 7t .2025 iyl 14 ... 55

O aadl (Al ded) o)l alai@i¥lg slailly iy deliall B3 @

P b s chupral) ASladll L Shmadl (gaY) piskaig daad )l A dan
www.unescwa.org.
L&Y L Sheadl YL el dlaal eyl BDUY) LAl LY e

academiaraqmya.gov.ma. : Jle e .2022 jgler 1 cduad)l

Al Wikipedia: The Free Encyclopedia <Malabo Conventiony» e
dclull e 2025 sl 10 Gl ale &Y 3 <2025 565 23 (4 dad
https://en.wikipedia.org : S ad sall e <18:30

e (Centre National de Documentation. Maroc Numeric Cluster.
Rabat:  Haut-Commissariat au  Plan.  Disponible  a:
https://cnd.hcp.ma.

e QOrange Cyberdefense Maroc. (30 avril 2025). Multiplication des
cyberattaques en Afrique : Orange Cyberdefense Maroc est la
pour renforcer la cybersécurité des entreprises. Disponible a :
www.orangecyberdefense.com.

e Yasmine ZAYAKH. The Culture of Withholding Information in
Morocco: A Barrier to Progress? Friedrich Naumann Foundation
for Freedom, 22 April 2025. Available at: www.freiheit.org.

160

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAALMAAAAAAMAALMAAAAAALAAALAAAAALAALAALAAAAALAALAAALAAAALAAALAAAAAAAAALAAAAAAAAALAAAAAAAAAALAAAAAAAAAAAAAAAALAAAAALAAALAAAAALAALALAALAAL

AAAAAAAAAAAAAAALAAALAALAAAALMALAAAAMAALMALAAMAAMALAALAAMAAAAAMAAAMAALMAGAAMALMALAMAMALMALALMAALMALMALALMAALMAALAALALAALAAALAAALAALAALAALD


https://en.wikipedia.org/

[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

Raouf RIAHI. Comprehensive Analysis of the April 2025
Cyberattacks on Morocco. LinkedIn, 14 April 2025.

CYFIRMA. Decoding Cyberattacks on Morocco. 28 November
2024. Available at: www.cyfirma.com.

Universit¢ Mohammed VI Polytechnique (UM6P). Master in
Applied Data Science and Artificial Intelligence. Disponible sur:
cc.umbp.ma.

Kobetitsch, Katarina. Information Security vs. Cyber Security:
Are They the Same? St. John's University, March 25, 2024.

161




[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

gl
1 Gl paidall Jgaa
1 PPN Jadiall
23 e a5 lawsaly (glaill HUY) gV Jendl
2 ettt Aaad ) dnanll Al dilesg
: 2 aadl Al Zlly Shaed) e Aalal) paaliall tJgY) Cnsal
E 24 e Loaledd) ealalg ) Y asgie :Jg¥) Calladl)
E 2 e Lol ) 43li6Sa g asgiall 2aa3 1 VoW1 524l
E 33, sl 55 gl ssleadly el (81 Al A 55
E 37 e, Egaal) gl el 8 Lginaaly duad ) Al Gl 1 SN Callaal)
E 38 et Lellaxtioe) yolatg Anadll i) iyt 1 JgY1 850l
E A2 ceiiieiiannnn, Aladl olall g @ihall Sl 8 Ayl Al en Al 5
E 51 ceeeeennnnn. Cora) 8 ) 5 Ailiacally £ 938l daslaia) 1 SE Candl
E 52 e el bl el adanlly capdal) HUaY) 15V caldadll
E 52 e Aall culd dudagll cpilsdll Julaty (gaye 1 ds¥) 5l
E 1% TR Claagil) dgalse b Al DLl delad (sae 1400 552l
E /| PO ) 5Vl Liteall dyiagl) luscssall 1 S Calladll
TOeeereennnnnn oY) 83galy « CNDP (DGSS/ : claadially oY) 1 oY) 553l
77...... aihnall g mlly Shunall el 8 Sl daluall cilsdll e 140 555
85 e ereerieeninnnn, Coral) & Llaal) liagliias Al lastl) 1 SE Joadl
B0 cuirerreeriiarannn, Carall Jaliig cilaagall (duadagl) daad,yll Al 1 oY) Caadll
87 ceeeeieieiinnnn. Aol Al Al asls A L) gl 1 JsY) calladl)
162




[ VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV

87 ettt Corall Cagind A Claagll 50 1 16V 5
K P e Sl g Jidagl) (Y e LgnlalSas) sl 555
104 ceeeeeeeeinnnnne, Gadd ) Aoglaiall 8 Aally Agil) Chenall Lalis 1 S Calladl
105 ceeeeeeeriee e e e e e e e erae e Lol g A ilal) il 1 JoY) 55l
109 cueeniinneannens sl aeil) Canag daad ) AuiaY) A8 Canaa 130 555))

=3

120 cieeiieeeiiieeeeennnn. Aol platll alehialy skl cibiantl il 1 SBI Candl)
120 cciiennnn. el ¥ 5bl) Adeal) Colaall (e 5ol 15V Calladll
121 e Bysliiasg «Lgins] (Bantiall LNl 2Ll = Slall Jalas 1 16V 5524l
130 ciieiiieeeeiieeeeiieeeenns sorall Z3saill aa ogyall Caaig A3laa 1A 552l
134 coiiiiiiineenns Coralls ihaad) (5a¥) 5l ddiical) BV 2 B Clladl)
135 cciieeennnne. Suad) YY) dashia & elhal) oS Ldal 1 JoY) 855l
| T Aihpnad) delall ol dale XX K31y aoiaail) <200 50
LA ettt Lalal)

163




