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Summary of the research

This research is based on the nature and definition of the metaverse, its
relationship to cybercrime, and how the Act of Anti-Rumor and Cybercrime
No. 34/2021 protects the user from the types of crimes he may face in the
metaverse.This research also studied the personal data protection law No.
45/2021 and its relationship with Metavers.Also, the definitions of personal
data as stated in the two acts referred to, the difference between information
and data, the relationship between Metavers and cyber crimes, the nature of
such crimes, and how to prove them

In the course of the research, we found that the United States legislature, in
the Personal Data Act, has taken into account several aspects, including
authorized or non-authorized entry as well as the duration of the stay. The
law considers that the mere consideration or reading of data by an
unauthorized person is a punishable offense. This condition was not clear in
the legislation of the United Arab Emirates and Egypt, whether it is in the
personal data protection law or in the laws of cyber crimes.The research
also examined the law applicable to metavers as one of the types of
cybercrime, the legal responsibility for such crimes, the nature of the
crimes, and how to protect users through law regulations as well as by
raising awareness about the types of such crimes and the penalties allocated
to them, so that state institutions and members of society are fully involved
in protecting themselves.
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“The Metaverse is the post-reality universe, a perpetual and persistent multiuser environment
merging physical reality with digital virtuality. It is based on the convergence of technologies
that enable multisensory interactions with virtual environments, digital objects and people
such as virtual reality (VR) and augmented reality (AR). Hence, the Metaverse is an
interconnected web of social, networked immersive environments in persistent multiuser
platforms. It enables seamless embodied user communication in real-time and dynamic
interactions with digital artifacts. Its first iteration was a web of virtual worlds where avatars
were able to teleport among them. The contemporary iteration of the Metaverse features
social, immersive VR platforms compatible with massive multiplayer online video games,
open game worlds and AR collaborative spaces”.
https://www.researchgate.net
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"Avatar derives from a Sanskrit word meaning "descent," and when it first appeared in
English in the late 18th century, it referred to the descent of a deity to the earth-typically,
the incarnation in earthly form of Vishnu or another Hindu deity. It later came to refer to
any incarnation in human form, and then to any embodiment (such as that of a concept
or philosophy), whether or not in the form of a person. In the age of
technology, avatar has developed another sense-it can now be used for the image that a
person chooses as his or her "embodiment" in an electronic medium."
https://www.merriam-webster.com/dictionary/avatar
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"Understanding Non-Fungible Tokens (NFTs): Overview, Opportunities, and Challenges"
https://www.researchgate.net/publication/361618778 Understanding_NonFungible Tokens N
FTs Overview_Opportunities and Challenges
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Understanding Blockchain Technology, Simanta Shekhar Sarmah, Computer Science and
Engineering 2018, 8(2): 23-29 DOI: 10.5923/j.computer.20180802.02.
https://www.researchgate.net/publication/336130918 Understanding_Blockchain Technology
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- Agnes Rabagny-Lagoa, Fiches de Droit du traitement et de la protection des données
personnelles, Editions Ellipses, 2022, p.35
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“The Clarifying Lawful Overseas Use of Data Act is a United States federal law enacted in
2018 by the passing of the Consolidated Appropriations Act, 2018, PL 115-141, Division V.”
s A1 8 pall

https://www.justice.gov/criminal-oia/cloud-act-resources



https://www.justice.gov/criminal-oia/cloud-act-resources

[«22] ;
s ) @l zaseh (A At se) 8 AsEA) 54 jall (gand s e sdliall (05 AT 55 e 52 Ll ‘Ls-‘:\éj;—;(‘
A S



[«23]
¢ sl ol Analad Alusll) o glad) Alsa ¢ sl San ) shaia e (Metaverse) (ol 5id¥) allall ccpall 55 sie 5 (
102302 ¢10/03/2022 &l J o g 5 2022 52 2 23201 9 alaal



[«24]
(s AN dsall (A 5l i (

https://www.skynewsarabia.com/business



https://www.skynewsarabia.com/business

[(—25]
Gl lea o5l ¢ yudine 20 gt sball 5 2021 Lsiss 26 8 (1) Gale (712) 22al A ) 53500 (
oY) dpad sl Gl dles 058 3 )5 e dgle (3l 52021 diud (45) &) cdaadll



[(—26]
A 151 A il Gl Al (58 2020 w4 g 15 A () USe (28) 222l duan )l 3y 2l (
(§ ) dpad sl il ddles 58 o5 el gl (3llass 52020



[(—27]
16/09/2021 G¥ 5l < 09/02/1443 J3uaY) 5 ¢(19/p) 15 (pSLe 3w o cipeadel) il A ol (
.24/09/2021 G sl ca 17/02/1443 zti ) giiiall



[«28]
LS AU it dnias (i S (pand sall aad (
- https://gdpr-info.eu/art-1-gdpr/
- https://gdpr.eu/article-68-what-is-the-european-data-protection-board/
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1. "personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified, directly

or indirectly, in particular by reference to an identifier such as a name, an identification

number, location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person.”

https://gdpr.eu/article-4-definitions/
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https://www.lefebvre-dalloz.fr
“Le RGPD est applicable depuis le 25 mai 2018 dans I’ensemble de 1’Union européenne. Il
vise a protéger les libertés et droit fondamentaux des personnes physiques et, en particulier,
leur droit a la protection de leurs données personnelles, mais aussi a garantir la libre
circulation de ces données au sein de I’Union (art. ler). Le RGPD a élargi le champ
d’application tant matériel que territorial des régles relatives a la protection des données
personnelles (art. 2 et 3). Il définit 26 notions dont certaines font leur apparition, alors que
d’autres ne sont pas nouvelles, mais regoivent une acception différente (art. 4). Ses articles 5 a
11 regroupent les principes généraux, tandis que ses articles 85 a 91 consacrent des
dispositions spécifiques a certains traitements ou données.”



[«37]

clalid)l o cledeill §f anlial o 8§ cldarall (o dabiia je o daliic de gene rcilaghrall g cililbad) (
B[R JRCH YOS [N PTG S [ PTGV NPYRT: S IRV I PO IR DA U PN P IR 5 S PSP R W -
Lo Led sl ol Lgtimlne ay ity ) g el sl o 3 81 (5 5k e clgindlan of Ledols o Loyt 2y ¢ AT (S35 6
KL dabiall e dge Sall Cleglad)l bl sdiagsal) cilaghiall g bl Gl slae mllaas agle (3l
GalaiYL Al il §f e sladll sduadidll e glaal) g clilad) 20 oall Cila e (gaa) ) sailall ff Lalall
A3 yhay bl il slaall 038 Jay ) A (g (Sar 5l agasn 2083 Aaldd agilng Adaii o CulS e (el
T e e Sy Clasbes ol 1) il g claglaall | addl) 4psa A3 aa s 2aai 5 pile e 5 3 le

O 138 ey (e (B (3 V) Ll i Lggle g3V ol



[«38]
Al a5 el dailsa (La (32021 Ll (34) a8 alaiV) o gus yall 58 4y 3 saaialld Jadlll 138 2 ) 5 Lai (
2021 i 26 il gl cdale 712 dpans Hl 52 yal) iy g Sy



[«39]
33 ) (e sleall 435 2 AadlSa Gl 42018 4l 175 By (588 98 43 3 guailalld Jadll) 138 55 5 Laidf (
2018 & Guhase 8 (7) )Se 32 238) A )



[«40]
EPPSNFEPRIS I
https://rm.coe.int/budapest-convention-in-arabic/1680739173



[«41]
A Gl 38 el g SIS gl 8 ) piie Camy A5 SSIY) o) ) 2S5 (G pulllinall (21 Sl (500 (
30262022 Uee 12 o S ally Galall g SIS gl e il oy 4 el all 5 cilupud)
https://egyptianenterprise.com/



https://egyptianenterprise.com/

[«42]
A SSIY a8 gall il (
https://www.alarabiya.net/aswaq/special-stories
https://www.albayan.ae/uae/news/2023-03-04-1.4625756



https://www.alarabiya.net/aswaq/special-stories
https://www.albayan.ae/uae/news/2023-03-04-1.4625756

[«43]

& (
Grainne Kirwan and Andrew Power, The Psychology of Cyber Crime, Institue of Art, Design
and Tecnology, lerland, 2012, P. 1.
“The core of the Psychology of Cybercrime seeks to address both the theory of crime and the
question of forensic psychology's contribution to the understanding of cybercrime. Specific
examples of online crime such as hacking, malware, identity theft, child pornography and
cyberbullying are dealt with in some detail in later chapters. This chapter seeks to first define
the nature of online crime or cybercrime and look at the ways in which society is responding
to it. The nature of the response is multi-faceted. Governments attempt to respond with law,
corporations with policies and procedures, suppliers with terms and conditions, users with peer
pressure, technologists with code”
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https://me.kaspersky.com/resource-center/definitions/what-is-an-ip-address
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Access “without authorization”: Section 1030 describes a number of offenses that occur
when a defendant accesses a protected computer “without authorization.” See 18 U.S.C. §§
1030(a)(1), (a)(2), (a)(3), (a)(4), and (a)(5)(B)-(C). The Department will not charge
defendants for accessing “without authorization” under these paragraphs unless when, at the
time of the defendant’s conduct, (1) the defendant was not authorized to access the protected
computer under any circumstances by any person or entity with the authority to grant such
authorization; (2) the defendant knew of the facts that made the defendant’s access without
authorization; and (3) prosecution would serve the Department’s goals for CFAA
enforcement, as described below in B.3.
Access “exceeding authorized access”: Three paragraphs of section 1030 describe offenses
involving conduct that “exceeds authorized access,” sometimes also phrased “exceeding
authorized access.” See 18 U.S.C. §§ 1030(a)(1), (a)(2), and (a)(4). The Department will
not charge defendants with “exceeding authorized access” or “exceeds authorized access”
under these paragraphs unless, at the time of the defendant’s conduct, (1) a protected
computer is divided into areas, such as files, folders, user accounts, or databases; (2) that
division is established in a computational sense, that is, through computer code or
configuration, rather than through contracts, terms of service agreements, or employee
policies; (3) a defendant is authorized to access some areas, but unconditionally prohibited
from accessing other areas of the computer; (4) the defendant accessed an area of the
computer to which his authorized access did not extend; (5) the defendant knew of the facts
that made his access unauthorized; and (6) prosecution would serve the Department’s goals
for CFAA enforcement, as described below in B.3.

https://www.justice.gov/jm/jm-9-48000-computer-fraud
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( Obtaining Information by Unauthorized Computer Access, 18 U.S.C. § 1030(a)(2) Section
1030(a)(2)90 generally prohibits accessing a computer without authorization or in excess of
authorization and obtaining information in certain circumstances. Although at first glance it
could appear that to “obtain information” might refer specifically to misappropriation or theft
of information, the concept is much broader.91 Indeed, as interpreted by courts, “obtaining
information” includes “mere observation of the data” such as looking at or reading information
on a screen.92 Perhaps unsurprisingly then, the government has invoked § 1030(a)(2) in a
variety of prosecutions).
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- Information System: Information System, as name suggests, is study and use of system to
process data from input to generate information that is essential and useful for managing
operations. It helps in analyzing independent processes and enables organized work
activities. It is considered key factor to provide correct knowledge for decision-making
within an organization.

- Information Technology: Information Technology, as name suggests, is basically study
and use of system to establish faster communication, maintain electronic storage and
provide protection to business’s records or company records. It simply refers to anything
related to computing technology like software, hardware, networking, etc.

- IT focuses on the technology infrastructure, hardware, software, and networks that enable
data processing and communication. IS, on the other hand, focuses on the framework,
processes, and procedures that enable the effective use of data to support business
processes and decision-making.

https://www.geeksforgeeks.org/difference-between-information-system-and-information-

technology/
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“Art. 5° Para os fins desta Lei, considera-se:
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